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MuHOOpa3zoBaHust PocToBckoii o0macTu
oT Ne

NHOOPMAIIMOHHAA ITAMSATKA
JUI OBYHAIOIIUXCA AJIA PASMEIIEHMA
HA OONIHMAJIbHBIX UHTEPHET-PECYPCAX

C kaxaplM TOJOM MOJIOACKH B HWHTEPHETE CTAaHOBUTHCS OOJbIIEe, a
IIKOJILHUKY OJIHU W3 CaMbIX aKTUBHBIX ToJib3oBarened Pynera. Mexnay Tewm,
MTOMUMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U TPOOJIeMbl. ITa
naMsTKa JOJDKHA MTOMOYb TeOe O€301acHO HaXOAUThCS B CETH.

KomnroTepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3sHOBUIHOCTb KOMITBIOTEPHBIX MPOTPAMM,
OTJIMYUTEIIBHOW OCOOCHHOCThIO KOTOPOM SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nomnonHeHnue k 3TOMy, BUPYCHl MOTYT MOBPEAWTH WU MOJHOCTHIO YHUUYTOXKHUTH
Bce (haiiyibl ¥ JaHHBIEC, TTOJAKOHTPOJIBHBIC MOJIb30BATEN0, OT UMEHU KOTOPOTO ObLTa
3amylleHa 3apa)KeHHasi NporpaMma, a TakKe MOBPEIUTh WU JTaKE€ YHUUYTOXHUTh
OTICPAIIMOHHYI0 CHUCTEMY CcO BcemH (paiimamu B 1ieioM. B GoNbIIMHCTBE CilydaeB
pPacIpOCTPAHSIOTCS] BUPYCHI YEPE3 UHTEPHET.

Metozs! 3a1UThI OT BPEJOHOCHBIX ITPOTPaMM:

1. Mcionb3yii COBpEMEHHBIE ONEPALIUOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX IPOTPaMM;

2. [loctossHHO ycraHaBnuBail mauytu (UU(pPOBBIE 3aIlIaTKH, KOTOPHIE
ABTOMATHUYECKH YCTAHABIMUBAIOTCS C IEIbIO JOPAOOTKM MPOrpaMMbl) U ApPyTHE
O0OHOBJICHHSI CBOCH OTIepariMOHHON cucTeMbl. CKaurBai MX TOIBKO C O(UIIMAIIBHOTO
caiita pazpabotunka OC. Ecnu cymecTByeT peskuM aBTOMaTHIECKOTO OOHOBJICHHSI,
BKJIFOYH €T0;

3. PaGoraii Ha cBOeM KOMIIBIOTEpE TIIOJI IpaBaMH IIOJIb30OBATENsA, a HE
aIMUHUCTpATOpa. ITO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCA HAa TBOEM NEPCOHATBHOM KOMIIBIOTEPE;

4. Vcnonb3yil  aHTUBUPYCHBIE MPOTPAMMHBIE  HPOIYKTBl  M3BECTHBIX
MIPOM3BOIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub HU3NIECKUH JOCTYI K KOMITBIOTEPY AJI TOCTOPOHHUX JIHUIL;

6. Vcnonp3yit BHEIIHNE HOCUTENN WHGOpMAINH, TaKue Kak (Quielika, AUCK
win (aiin U3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTkpbiBaii KOMIBIOTEpHBIC (Dailsibl, TMOJYYCHHBIE W3 HEHAJCKHBIX
ucTOouHUKOB. Jlaxke Te ailybl, KOTOpBIE MPUCTA TBOW 3HAKOMBIN. Jlydie yrounu
y HEro, OTIPaBJIsiyI JIM OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He BuJI Mepefaun JaHHBIX, HE TEXHOJOTHS, a BCETO JHUIIbL OPEH]I,
Mapka. Eme B 1991 roay Hunepnanjickasi KOMIIAHUSI 3aperucTpupoBajia OpeH.l
«WECA», uto o06o3Hauanmo cioBocouetanue «Wireless Fidelity», xotopbrii
MEPEBOJUTCA KaK «0eCpOBOAHAS TOYHOCTDY.



Jlo Hailero BpeMeHH Jloluia apyras abopeBuatypa, KoTopas sIBISIETCS TaKOH
Ke TexHonoruei. Jto abOpeBuarypa «Wi-Fi». Takoe Ha3Banme OBUIO JaHO C
HAaMEKOM Ha CTaHJapT BhICIIeH 3ByKoBoW TexHUKH Hi-Fi, uto B mepeBosie o3Havaer
«BBICOKAsI TOYHOCTHY.

Ja, OecryiaTHbIM UHTEPHET-AOCTYN B Kade, OTENsIX U a’poropTax sBISETCS
OTJINYHOM BO3MOXKHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, UTO
obmenoctynasie Wi-Fi ceTu He sBIsitOTCSI 6€30MaCHBIMU.

CoBeThlI 10 6€30MacHOCTH pabOTHI B 00IIEAOCTYHBIX ceTsix Wi-fi:

1. He nepenagaii cBoro TuuHyI0 HHMOpMALHIO Yepe3 oomeaoctymnabie Wi-Fi
cetu. PaboTast B HUX, )KeJlaTeIbHO HE BBOAUTH MAPOJU JOCTYMA, JOTMHBI U KaKue-
TO HOMEDA;

2. Vcnionb3yil 1 OOHOBIIAN aHTUBUPYCHBIE MpPOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKy BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi orkmoun dynkmuio «O0muii 7oCTyI K Qaiaam
U npuHTepam». JlaHHas (QYHKIHS 3aKpbITa MO YMOJIYAHHIO, OJTHAKO HEKOTOPBIC
M0JIb30BaTENM aKTUBUPYIOT €€ JUIsl y100CTBa UCTIOIb30BaHUs B paboTe Uiu yueoe;

4. He ucnonws3yit nyOnumunsii WI-FI nns mepemaun JMYHBIX JTAHHBIX,
HaIpuMep, sl BEIXOJa B COIMANIbHBIC CETH WIIA B DJICKTPOHHYIO TIOUTY;

5. Ucnonp3y# ToJIbKO 3amuineHHoe coenunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOuiapHOM Tenedone otkaoun ¢yHkiuoo "Tloakmouenne k Wi-Fi
apromatnuecku'". He momyckail aBTOMaTHYECKOTO MOAKIIOYEHHS YCTPOWCTBA K
cetssM Wi-Fi 6e3 TBoero cornacusi.

CouunanbHbIE CETH

ConuanbHble CETH aKTUBHO BXOJST B HAIly KM3Hb, MHOTHE JIFOAN Pa0OTAOT
M )KUBYT TaM TOCTOSIHHO, a B Facebook y»xe 3apeructpupoBan MUsUIHap] YEIOBEK,
YTO ABJISETCS OJHOM CEIBMOM BCEX JKUTEIEN IUIaHeThl. MHOTHE IT0JIB30BaTEIN HE
NOHUMAIOT, YTO MH(OpMAIUs, pa3MeIlIeHHas UMHU B COLMAJIBHBIX CETAX, MOXKET
ObITh HalJICHA W WUCIOJb30BaHa KEM YTrOJHO, B TOM YHCJIE HE 0053aTEeNbHO C
0JlaruMu HaMepEHUSIMHU.

OCHOBHBIE COBETHI IO OE30IIACHOCTH B COLUAJIBHBIX CETAX:

1. Orpanuyb CrUCOK apy3ei. Y TeOs B IPy3bsAX HE JOHKHO OBITH CIy4YailHBIX
U1 HE3HAKOMBIX JIFOICH;

2. 3amuiai CBOIO YACTHYIO JKM3Hb. He ykaswiBail mapoiu, TenedoHsI,
aapeca, JaTy TBOEr0 POXIEHUA © JPYryl0 JHUYHYI UWHGOPMAIHIO.
370yMBITIUICHHUKU MOTYT UCIIOJIB30BaTh Jake HHPOPMAIIHIO O TOM, KaK Thl U TBOH
POAUTEINHN IUIAHUPYETE MPOBECTU KAHUKYJIbL;

3. 3amuinai CBo pemyTaIuio - Iep>KU €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
X0Tesl Obl Thl, YTOOBI JAPYrue MOJb30BATEIU BUIEIU, UYTO Thl 3arpykaeuib?
[Tomymaii, mpex/ie 4emM 4T0-TO OMyOIMKOBaTh, HAIMCATH U 3aTrPYy3UTh;

4. Ecny Tl TOBOPHILB C JIKOJbMH, KOTOPBIX HE 3HACHIb, HE MCIOJIb3YH CBOE
peansbHOE UMSI U APYTYIO JUYHYI0 UHGOpPMALUU: UMS, MECTO KUTEIbCTBA, MECTO
yueObl U Mpouee;

5. N36erait pasmenienust pororpaduit B UntepHere, rae Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOIl MOKHO OIPEAEIIUTH TBOE MECTONOJIOKEHHE;



6. [Ipu peructpauuu B COLUMAIBHOM CETH HEOOXOJMMO HCIOJIb30BATh
CJIOKHBIE MAPOJIH, COCTOSIIUE U3 OYKB U IU(PP U C KOJIUYECTBOM 3HAKOB HE MEHEE
8;

/. lns couMaTbHOM CeTH, TMOYThl M JPYIMX CallToB HEOOXOIUMO
HCIIOJIh30BaTh pa3Hbie Mapoyu. Toraa eciau Te0st B3JIOMAIOT, TO 3I0YMBIIIICHHUKHT
MOJIy4aT JOCTYII TOJIbKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

DIIEKTPOHHBIE ICHBI'U

DNEeKTpOHHbIE JEHBI'M - ATO OYEHb YAOOHBIM crmoco0d miaTexeil, OJHaKO
CYILIECTBYIOT MOIIEHHUKHU, KOTOPBIE XOTSAT MOJTYYUTh 3TU JICHBIU.

DNEeKTPOHHBIE JICHbI'Y MOSBUIUCH COBCEM HEJIaBHO M UMEHHO M3-3a 3TOTO BO
MHOTHX I'OCYJIapCTBaXx JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun e oHr QYHKIIMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, T/Ie UX
pa3eNaoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIC U HE aHOHUMHbIE. Pa3zHuiia B ToM,
YTO aHOHHMMHBIE - ATO T€, B KOTOPBIX pa3peliaeTcsi MPOBOJAUTH orepanuu 0e3
UJCHTU(DHUKAIIMY TI0JTh30BATEINsI, @ B HCAHOHUMHBIX UACHTU(UKALINS TTOTh30BaTEIIsI
SIBJISIETCSL 00s13aTEIIHLHOM.

Taxke crmemyeT pa3nudaTh dJIEKTPOHHBIE (HUATHBIE JEHBIM (PaBHBI
TrOCYJapCTBCHHBIM BajlOTaM) W DJEKTPOHHbIE He(UaTHBIE JEHBIU (HE pPaBHBI
rOCYJJapPCTBEHHBIM BATIOTaM ).

OcCHOBHBIE COBETHI 110 OE30TIaCHON PabOTe C JICKTPOHHBIMU JICHBIAMMU:

1. [TpuBsiku K c4eTy MOOUITbHBIN TeaedOH. DTO CaMbIi y10OHBII U OBICTPHIi
Croco0 BOCCTaHOBUTH JOCTYyN K cuery. llpuBsizanHbiéi TenedoH MOMOXKET, eCiu
3a0y/enib CBOM IUJIATEXXKHBIA Maposib WM 3aiiielllb Ha CalT C HE3HaKOMOTo
YCTPOWCTBA;

2. Ucnonb3yit onHopazoBbie maponu. llocnme mepexoja Ha YCHUICHHYIO
aBTopu3aluio Tebe yxxke He OyAeT yrpo)KaTh OMACHOCTh KpPaKH WM IepexBaTa
IJ1aTEKHOTO MapoJis;

3. Beibepu cioxubiii mapons. IIpectynmHukam OyAeT HE MPOCTO yraaarth
CJIOKHBIN napoib. HanexxHble mapoid - 3T0 Mapoiau, KOTOPbIE COAEPKAT HE MEHEe
8 3HAKOB M BKJIIOUYAIOT B C€0s1 CTPOYHBIC U MPOMKUCHBIC OYKBBI, ITUGPHI M HECKOIBKO
CUMBOJIOB, TaKMe€ KaK 3HAK JoJiiapa, (yHTa, BOCKIWIATETBHBIM 3HAK W T.II.
Hampuwmep, $tROng!;

4. He BBOJM CBOY JTMYHBIE JaHHBIE HA CAaTaX, KOTOPHIM HE JOBEPSEILb.

DJIeKTpOHHAsI TTo4Ta

DNEKTPOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEJOCTABIsIEMbIE €10 YCIYTH IO
MEPECHIIKE U TOTYUYEHHUIO IEKTPOHHBIX COOOIIEHUN, KOTOPBIE PACTIPEIETSIOTCS B
KOMIbIOTepHOH ceTh. QOOBIYHO JJICKTPOHHBIA IMOYTOBBIA SIIUK  BBITJISIUT
CIEeIYIONIMM 00pa3oM: UMSI_TOJIh30BaTesI(@WUMsI_ToMeHa. Taxke KpoMme mepeadn
MPOCTOr0 TEKCTA, UMEETCSI BO3MOXXHOCTh MIepeAaBath (pailiibl.

OCHOBHBIE COBETHI MO O€30IMacCHOM PabOTE C ITESKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mNpaBWIbHBIM MOYTOBBIM cepBUC. B uHTEpHETE ecThb
OTPOMHBII BEIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlle TOBEPSATH TEM,
KOO 3HAa€llb U KTO MEPBBIA B PEUTHHTE;

2. He yka3biBaii B TMuHOM nouTe JuuHyto uHbopManuto. Hanpumep, myurine
BBIOpaTh «MY3bIKaNIbHBIA (haHaT@» uiu «pok2013» BmecTo «remal3»;



3. Mcnonb3yil ABYXATaMHYI aBTOpU3AIMI0. DJTO KOrjJa MOMUMO Mapois
HY>KHO BBOJUTH KOJI, TPUCBUIAEMBIN 10 SMS;

4. Be1bepu CIIOXKHBIN apodib. /(s KaXk10ro MOYTOBOTO SIIHUKA JOJKEH ObITh
CBOU HAJEXKHBIN, YCTOMYUBBIN K B3JIOMY apOJIb;

5. Ecnn ecTh BO3MOXKHOCTH HamucaTh CaMOMYy CBOM JIMYHBII BOMpOC,
HCTIOJIB3YH 3TY BO3MOKHOCTB;

6. Mconp3yil HECKONBKO TMOYTOBBIX SAIMMUKOB. [lepBbI sl 4YacTHOM
MIEPENNCKU C aapecaTaMy, KOTOPbIM Thl JOBEPSENIb. DTO JIEKTPOHHBIA aJpec HE
HAJI0 UCTIONB30BaTh IPHU PETUCTPALIMK HA (POpyMax U calTax;

/. He oTkpsbiBail Qaitnibl U apyrue BIOKEHHS B MUCHbMAaX, Jake €Clid OHU
OPUIUIM OT TBOMX JApy3el. Jlydille yToOuHM y HUX, OTHOPABIISUIA JIU OHH TeOe ITH
(aiiibr;

8. [locne okoHuyaHus pabOTHI Ha IOYTOBOM CEpPBUCE IMEpei] 3aKPbITUEM
BKJIQJIKU C CAaliTOM He 3a0yJib HaXaTh Ha «BeiidTi».

KubepOymuHr nin BUpPTyaibHOE U3A€BATEIBCTBO

KubepOymmHr -  mpecienoBaHUe  COOOIICHUSMHU,  COJEpKAIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIlyTMBAHUE; XYJUTaHCTBO; COLIMAIbHOE
OOMKOTHPOBAHHUE C TTOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI IO 00pbOE ¢ KUOEPOYIITUHTOM:

1. He Gpocaiicst B 60it. Jlyumuii cioco0: mOCOBETOBATHCS KaK CeOsl BECTH H,
€CJIM HET TOro, K KOMY MOXXHO OOpaTUTHCs, TO BHaudaje YCIMOKOUThCA. Eciu Thi
HaYHEeIIb OTBEYaTh OCKOPOJICHUSIMH Ha OCKOpOJICHMs, TO TOJIbKO eme OOJbIIe
pa3oiOKeIb KOH(IIUKT;

2. Yrpasisiit cBoel kubeppernyTranuei;

3. AHOHUMHOCTh B ceTh MHHMas. CyIIEeCTBYIOT CHOCOOBI BBISICHUTBH, KTO
CTOUT 332 aHOHUMHBIM aKKayHTOM;

4. He cTOUT BECTH XYJHMTaHCKUM oOpa3 BHpPTyajdbHOW >XU3HU. HTEpHET
dbuKcupyeT Bce TBOM JACHCTBHUS M COXpaHSIET HMX. YJalIUTh MX OyJeT KpaitHe
3aTPYAHUTEIBHO;

5. Cobmromait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOAY:;

6. UrHopupyii enunuuHblii  HeratuB. (OJHOPAa30BbIE OCKOPOUTETHHBIC
COOOIICHHMS Ty4Ilie UTHOPUPOBaTh. OOBIUHO arpeccus MpeKpaniaeTcs Ha Ha4aabHOM
CTaJuu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B
COLIMATBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOILIEHUH C
ONPENIEIICHHBIX aPECOB;

8. Ecnu bl cBUaETENnb KUOEpOymuHra. TBOM AEHCTBUS: BBICTYNIUTH IPOTUB
MpeciieoBaTens, IMOoKa3aTh €My, YTO €ro JEHUCTBUS OLIEHMBAIOTCS HETATHBHO,
MO/JIePKaTh KEPTBY, KOTOPOW HYKHA TICUXOJOTHYECKAsh TMOMOIIb, COOOIIUTH
B3POCJIBIM O (paKTE arpecCUBHOIO ITOBEJICHUS B CETH.

MoOunbHbIN TenedoH

CoBpemeHHbIe cMapT(OHBI M MJIAHIIETHI COAEPKAT B ce0€ BIIOIHE B3POCIIBII
(yHKIMOHAJI, W TEnepb OHM MOTYT KOHKYPUPOBATh CO CTallMOHAPHBIMU
KoMmnbloTepamu. OJIHAKO, CPEJCTB 3AIIUTHI ISl MOJOOHBIX YCTPONCTB MOKA OYEHB



Maiio. TecTupoBaHME U TOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE TAK HHTEHCUBHO,
kak ju1s [1K, 1o e camoe kacaeTcs U MOOWIBHBIX MPUITOKEHUH.

CoBpemMeHHbIE MOOWJIBHBIE  Opay3epbl YK€ NPAKTUYECKH JOTHAJIU
HACTOJIbHBIE aHAJOrH, OJHAKO pacllMpeHue (yHKIMOHana BJ€YeT 3a CcoOOoM
OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3aIUIIEHHOCTD.

Jlanexko He Bce MPOU3BOAMTENIM BBHIMTYCKAIOT OOHOBJICHUS, 3aKpbIBAIOIIUE
KPUTHUYECKUE YA3BUMOCTH JIJI1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIIBHOTO TeleoHa:

Huuero He sBisieTcst mo-HacrosinieMy OecriiaTHbIM. Bynb ocTOposkeH, Beab
Korja te0e mpeayiaraloT OecrylaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUe-
TO TJIATHBIE YCIYTH;

Hdymaii, npexae uem otnpaButh SMS, ¢oro unu Bugeo. Thl TOUHO 3HAEIlIb,
r7ie OHU OYJyT B KOHEYHOM UTOTE?

Heo0xon1mMo 0OHOBIISATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(OHa;

Hcnonw3yii aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOWIIBHBIX TEIE(OHOB;

He 3arpyxaii npuinoxeHusi OT HEU3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIeUeHHE;

[Tocne Toro kak Thl BBIWJEIIL ¢ CalTa, Ii€ BBOJAWI JMYHYIO WH(OpMAIHIO,
3aiiIM B HACTPOMKHU Opay3epa u yaanu cookies;

[Tepuonnyecku npoBepsii, KaKUe MIATHBIE YCIYTM aKTUBUPOBAHbI HA TBOEM
HOMEDE;

JlaBaii cBOil HOMep MOOWJIBHOTO TenedoHa TOJBKO JIIOASIM, KOTOPBIX ThI
3HaEllb U KOMY JOBEPSEUIb;

Bluetooth momkeH OBITH BBIKIIOYEH, KOTJIa Thl MM HE MoOJb3yemibcs. He
3a0bIBail MHOTIA TPOBEPATH ITO.

Online urpsl

CoBpeMeHHBIE  OHJAWH-UTPBI - O3TO  KPAaCOUYHBIE, 3aXBaThIBAIOIIUE
pa3BieyeHus, OOBEAMHSIONIME COTHU THICSY YEJIOBEK MO BceMy MHpy. Mrpoku
UCCIIENYIOT NAaHHBI UM MHp, OOIIAIOTCS APYT C JIPYrOM, BBITIOJTHSIOT 3aJaHUS,
CpakaloTCd C MOHCTpaMU W TOJIyYalOT OIBIT. 32 YIOBOJIBCTBUE OHU ILJIATAT:
MOKYMAIOT JUCK, OTNIAYMBAIOT a00OHEMEHT WJIM MMPUOOPETAIOT KAKUE-TO OIIIUH.

Bce atu cpencTtBa uayT Ha noaiep:KaHUE U pa3BUTUE UTPHI, @ TAKXKE HA caMy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CHCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
natuu (u(poBbIe 3aIUIATKHU JJIS IPOTPAMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B no100HBIX UTpax CTOUT OMacaThCs HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
KpakKy TBOETO MapoJisi, HA KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3aLMKU OOJIBIIMHCTBA
Urp.

OcCHOBHBIE COBETHI 110 O€30MTaCHOCTH TBOETO UTPOBOTO aKKayHTA!

1. Ecou apyroi urpok BeneT cels II0X0 WM co3aacT Te0e¢ HeMPUITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Ioxanyicsa aIMUHACTPATOPAM UTPHI HA TNIOXOE MTOBEJAEHUE 3TOr0 UTPOKA,
YKEJATEJIbHO MPUJIOKUTh KAaKHE-TO JOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TuuHy0 HHPOpMAIMIO B Tpo(aiiie urpsol;

4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeoduImaabHbIe TATYU U MOJBI;



6. Mcionp3yi CII0KHBIE U pa3HbIE TAPOJIN;

7. Jaxxe BO BpeMs UTPbI HE CTOUT OTKIII0YaTh aHTUBHUPYC. [loka Thl Urpaenib,
TBOM KOMIIBIOTEP MOT'YT 3apa3UTh.

QOUIIUHT WIK Kpaka JIMYHBIX JaHHBIX

OOBIYHOM KpaKkel JEHEeT W IOKYMEHTOB CETOJHS YK€ HUKOrO HE YJIWBHIIIb,
HO C PAa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBINLICHHUKA TEePEMECTHINCH B
WHTEPHET, U MPOJOJIKAIOT 3aHUMATHCS «TIOOUMBIMY JIETIOM.

Tax mosiBMJIach HOBasl yrpo3a: WHTEPHET-MOIIEHHUYECTBA WU (DUILUHT,
IJIaBHAs 1eJb KOTOPOTO COCTOMT B MOJYYEHHH KOH(PUICHIUAIBHBIX JTAHHBIX
noJib30Bartesiel - TOruHoB U napoJsieil. Ha anrnuiickom si3pike phishing untaercs kak
¢ummHr (ot fishing - peiOHas noBis, password - mapoJp).

OcHOBHBIE COBETHI IO OOpbOE C (PUITUHTOM:

1. Cnenm 3a cBouM akkayHTOM. Ecium Thl mojio3peBaciib, YTO TBOS aHKETa
ObLIa B3JIOMaHa, TO HEOOXO0IUMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOpaM
pecypca 00 3TOM Kak MOXKHO CKOPEE;

2. Ucnonw3yii 6e30macHbIe BEO-CalThl, B TOM YKCIIC, MHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM;

3. Ucnonb3yil cioxkHble U pa3Hble mapoiu. Takum oOpa3zom, ecinu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TIOJy4aT JOCTYN TOJIBKO K OJHOMY TBOEMY
npo(dUITIo B CETH, a HE KO BCEM;

4. Ecmu T1e0s B3jIOMaay, TO HEOOXOIMMO NPEIYyNpPEeIUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE OOABIIEHBI y T€Os B JIPY3bsAX, O TOM, YTO Te€Os B3JIOMAJH H,
BO3MOKHO, OT TBOETO UMEHHU OY/IET pacChUIaThCsl CIIaM U CCHUIKM Ha (DUIIMHTOBBIE
CaANTHI;

5. YcranoBu HaaexHbIM mapoiab (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKII0YM COXpaHEHHUE Tapoiis B Opaysepe;

7. He otkpsiBail (ailyibl U Ipyrue BIOKEHHUS B MUCHMaX, JaKe €CIIM OHH
NPUIUTH OT TBOMX JApy3el. Jlydille yTouHM y HHUX, OTHPABIUIA JIU OHH TeOe ATH
(banbI.

Hudposas penyrarus

[udposas permyTarus - 5T0 HEraTUBHAS WU MO3UTHUBHASI HH(OPMAITHS B CETH
o tebe. Kommpometupyrtomias undopmaiiusi, pa3MenieHHas B UHTEPHETE, MOXKET
CEphEe3HBIM 00pa3oM OTpa3WThcsi Ha TBOeW peanbHOM xku3HH. «lludponas
penyTanus» - 3T0 TBOM UMUK, KOTOPBIH dopMupyetcst u3 nHdopmaiuu o tede B
HUHTEpHETE.

TBoe MecTo IKHUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TMOJOXKEHHUE,
O0COOEHHOCTH XapaKTepa M paccKa3bl O OJIM3KUX - BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue mnoApPOCTKH JIETKOMBICIEHHO OTHOCATCS K NYOJHMKAlUM JIUYHON
nHpopManuu B MHTEpHETE, HE TOHUMAs BO3MOXKHBIX IMOCHCACTBUN. ThI make HE
CMOJKEIIb J0TafaThCcsi 0 TOM, 4To (hoTorpadwusi, pa3MemieHnas 5 JeT Ha3ajd, craia
MPUYMHON OTKa3a NpUHSTH T€OS Ha padoTy.

KommenTtapuu, pazmenienre TBoux Gororpaduii u Apyrue IeMcTBUS MOTYT
HE UCYE3HYTh JIa’Ke MOCJE TOr0, KaK Thl UX YJaIUIIb. Thl HE 3HACIIb, KTO COXPaHUI
3Ty UHGOpPMAIKIO, TIONAJIa JIU OHA B OUCKOBBIE CUCTEMBI U COXPAHWJIACh JIU OHA, a
[JIABHOE: YTO MOAYMAIOT O TeOe OKpPY’KaloUue JII0H, KOTOPble HAUAYT U YBUIST



s10. Haiith uHpOpMannio MHOTO JIET CHYCTS CMOXET JI000M - Kak U3 J0OpbIX
noOyXA€HU, TaK U C HAMEPEHUEM NMPUUYUHUTH BpPea. ITO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI MO 3alIUTe HU(POBOI permyTanuu:

1. ITogymaii, mpexxe yeM 4To-To MyOIMKOBATh U NepeaaBaTh y ce0s B Oiore
WJIN B COLMAJIBHOM CETH;

2. B mnacrtpoiikax npoduiisi yCTaHOBU OTpaHUYEHHs] Ha IPOCMOTP TBOETO
npo(uIIg U €ro COAEPKUMOTr0, CAENal €ro TOJBKO «IUIsl Ipy3ei»;

3. He pa3memiaii u He yka3blBail HHPOpPMAIHIO, KOTOpasik MOXKET KOro-iudo
OCKOPOJIATH WIJIK OOMXKATh.

ABTOpCKOE MPaBo

CoBpeMeHHBbIE IIKOJIBHUKA - aKTHUBHBIE TMOJb30BaTeNM  LHUPPOBOTO
npoctpancTBa. OJHAKO Jajeko HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTHMH
BO3MOXXHOCTAMH  1uppoBoro  Mupa TpeOyeT  coONtoJeHHMs MpaB  Ha
MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMHUH «HMHTEIJIEKTyalbHasi COOCTBEHHOCTBY» OTHOCHUTCS K pPa3jIN4HbIM
TBOPEHMSIM YE€JIOBEYECKOTO yMa, HauyMHAsg C HOBBIX H300pPETEHH W 3HAKOB,
0003HayaroIMX COOCTBEHHOCTh HAa MPOIYKTHI M YCIYTH, U 3aKaHYMBas KHUTAMHU,
dotorpadusimu, KUHODUITBMAMU U MY3bIKAJIbHBIMU TPOU3BEACHUSIMHU.

ABTOpCKHE TMpaBa - ATO MpaBa HA MHTEJUIEKTYallbHYIO COOCTBEHHOCThH Ha
IPOU3BEICHUS HAYKH, JINTEPATyphl U UCKYyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
Ka4ecTBE T'apaHTUH TOT0, YTO HMHTEJUIEKTYaJbHbBIN/TBOPUYECKUNH TpyA aBTOpa HE
OyaeT HampacHbIM, JacT €My CIpaBeIJUBble BO3MOKHOCTH 3apaboTaTh Ha
pe3yapTaTax CBOEro TpyJa, MOJYYUTh HM3BECTHOCTh M mIpu3HaHue. Huxrto 0e3
paspelieHuss  aBTopa HE  MOXET  BOCIPOM3BOJAUTH €0  IPOU3BEICHUE,
pacnpocTpaHsITh, NyOJUYHO JAEMOHCTPUPOBATh, MpPOJaBaTh, HMIIOPTUPOBATH,
IyCKaTh B IPOKAT, MyOJWYHO HCIOJHAThH, MOKA3bIBATH/UCIONHATh B 3PUpPE WUIH
pa3memiath B MiHTepHETE.

Hcnonp30BaHuE  «IHPATCKOT0» MPOrpaMMHOTO  OOECIEYEeHHsS] MOXKET
OPUBECTM K MHOTMM pHUCKaM: OT IOTEpH JaHHBIX K TBOMM akKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTpOICTBa, I/leé YCTAaHOBJIEHA HeJerajabHas mporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHbIE U OECIUIATHBIE ITPOrPaMMBlI,
KOTOpBIE MOYKHO HalTHU B CETH.

O nopraie

CereBU4OK.pd - TBOM INIaBHBIM COBETYUK B CETH. 3/1€Ch Thl MOKEIIb Y3HATH O
0€30MacHOCTH B CETH IMOHSATHBIM U JIOCTYNHBIM SI3bIKOM, @ MPU BO3HUKHOBEHHUH
KPUTUYECKON CHUTyallud OOpAaTUTHCS 3a COBETOM. A TakKe NPUHATH Y4acTHE B
KOHKYpCax U CTaTh CAaMbIM IIU(PPOBBIM IPaKIaHHHOM !



